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KEY TAKEAWAYS

The benefits that can be gained from high-quality digital infrastructure are
numerous and varied. From GDP and innovation gains, to increased employment,
productivity levels and housing values, the benefits arising from investments in
this sector are meaningful and long-lasting

Governments have understandably planned significant investment in digital
networks. However, truly maximizing the benefits of these investments and
protecting national interests requires that governments meet three imperatives
addressing the sovereignty, sustainability, and resilience of networks

Digital infrastructure has become nation-critical infrastructure and the
sovereignty of digital networks is of paramount concern to governments.
Controlling how data is processed and stored, ensuring network-wide integrity,
and controlling the level of foreign influence in a network have become essential
tasks. Nevertheless, each of these decisions have spillover impacts on industry,
geopolitics, and access to innovation — making it difficult to predict potential
contingencies and ramifications

Digital assets like data centers have a significant carbon footprint, but also have
the potential to help other industries realize significant savings in terms of their
carbon footprints and broader emissions goals. Governments can incentivize the
private sector to act in support of national sustainability targets through a mix
of ‘carrot and stick’ measures

With industry and society increasingly dependent on digital networks to support
how we work, learn, communicate, and relax, the costs of network failures have
never been so high. At the same time, the risks to networks have never been

so significant, with cyber and supply-chain risks rising quickly and constantly
evolving in nature. Governments can play a nuanced role in working with a wide
range of stakeholders to ensure the resilience of operations over time




Introduction

Digital infrastructure networks underpin how
societies and industries function. They are built

on assets and capabilities provided by different
types of players, such as energy utilities and the
innovation sector. However, only governments
have the mandate and ability to shape the direction
of the sector at a national level in the face of a
fast-evolving competitive, technological and

risk landscape.

This report defines “digital infrastructure” as the
collective term for the physical and digital assets
that comprise communication and data transfer
networks. High quality digital networks drive
important economic and societal benefits; at the
same time, perceived failures can have significant
political consequences.

Around the world, networks are undergoing a
significant evolution to bring service to those

who are currently unconnected and as well as

to meet growing demands of existing individual
and corporate users for faster and more reliable
services. During the COVID-19 pandemic, networks
mostly held up in the face of significant changes

to the way populations came to work, learn, travel,
communicate, and consume.

Government stakeholders have a broad view of the
sector; in some countries, they are responsible not
only for setting national targets, but also for funding,

operating, using, and regulating some services.
Nonetheless, greater private-sector participation in
digital infrastructure is essential to ensure that the
sector benefits from a continued focus on innovation,
which can increase service quality while also reducing
costs and emissions.

Appreciating the speed of technological change,
governments should continually manage the tensions
between attracting foreign investment in the space,
ensuring that citizens and businesses benefit from
the many and varied gains and protecting the same
users from potential unintended consequences.

Against that backdrop, this report explores

three areas (sovereignty, sustainability, and
resilience) where governments can play a unique
role in safeguarding services from threats and
challenges that private-sector participants are
rarely empowered, structured, and incentivized

to address alone. Each chapter highlights two
primary issues within each as well as proposing
possible avenues — informed by selected policy
examples from across the world — for addressing
them. Each segment then concludes with a section
on government watchpoints that discusses the
broader implications of and considerations behind
the recommendations.
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As it has evolved into the fourth utility, societies and industries have become
dependent on digital infrastructure. This chapter provides a high-level overview
of its components, driving factors for the surge in its demand, and outlines
some key roles of governments in regulating the sector

What is Digital Infrastructure?

Digital infrastructure encompasses both physical and
digital assets that underpin the digital ecosystem
where information is created, traded, and stored.

Exhibit 1: Types of physical and digital assets

These assets enable services such as broadband
communication, 5G, and mobile data transfer that
have come to define how we communicate, work,
and educate in the digital age (see Exhibit 1).
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Demand for digital services
is skyrocketing

As the reach of digital services continues to

expand across the globe, not least due to the
COVID-19 pandemic, the demand for the physical
assets that underpin these services — such as 5G,
data centers, and fiber networks — has likewise
skyrocketed in recent years. In fact, the OECD
estimates that Internet traffic grew by about 60%
just two months after the outbreak of the virus

in 2020, with the majority of businesses, schools,
and personal communications having to transition
to digital platforms to maintain operations.’
Unsurprisingly, the compound annual growth (CAGR)
for global 5G services currently stands at about 50%?2,
with the same level of growth year on year in mobile
traffic data being transmitted, while the CAGRs for
data centers and fiber services stand at 14%3 and
10%* respectively.

Companies have similarly adopted digital assets

and services to further business growth, productivity,
and worker safety. Advancements in 5G technology
have proven to be particularly salient and
transformative at the industry level, where higher
transmission speeds and lower latency have enabled
wider usage of artificial intelligence (AI), machine
learning (ML) and deep learning (DL) in complex
processes such as detecting online fraud, optimizing
manufacturing, and predicting customer needs. It

is estimated that the use of these smart processes
can improve a business’ productivity levels by 54%?,
reduce lost sales by 30%, and increase the quality
and safety standards of products.® It is therefore
unsurprising that the number of businesses using
smart processes grew 270% between 2015 and

2019, with more than 9 in 10 high-value businesses

in the US currently reporting investments in the
space.” The possible applications of 5G are boundless
across industries and societies (see Exhibit 2).

Exhibit 2: Cross-industry use cases of 5G

These 5G applications are underpinned by physical and
digital Infrastructure assets

PHYSICAL ASSETS

A TRANSPORT

5G is essential for automated transport systems and
autonomous vehicles, which can reduce congestion,
collisions and pollution

'\ EDUCATION

Immersive learning opportunities leveraging AR/VR and
increased remote learning

‘ AGRICULTURE

Precision farming can assist farmers in managing crop
yields, pests and animal health

. HEALTHCARE

Telemedicine and remote healthcare monitoring can close
rural/urban health gaps

DIGITAL ASSETS

- ENERGY

AI/ML analytics can enhance the reliability, efficiency and
sustainability of energy grids

CA
. MANUFACTURING

Smart factories are 20-30% more productive and have
higher quality and safety assurances

. ENTERTAINMENT

Low-latency networks enable new forms of entertainment,
including holographic calls and AR gaming

E SMART CITIES

IOT devices can increase the safety and efficiency of traffic,
utilities, first-responder systems, etc.

Source: Marsh McLennan Advantage analysis



The role of government in
digital infrastructure

The growing reliance on digital services means that
digital infrastructure assets now play a critical role
in the basic functioning of societies and therefore
require a level of government oversight. Generally
speaking, governments tend to examine their digital
infrastructure in terms of two main roles:

1. Setting national targets for coverage, quality,
and affordability
Recognizing that differences in price, coverage,
and service quality are key nationwide concerns,
national coverage targets or ambitions are usually
set at a high level of government — at times even
by the highest legislative body. In large countries
in particular, governments have to bridge a
growing digital divide as service provision and
quality in rural geographies are often significantly
worse than in urban areas.

2. Ensuring that services are fair, competitive,
and reliable
At a more granular level, these high-level
ambitions may be pursued by a national media
or communications authority that ensures fair
competition between operators and liaises directly
with them to determine benchmarks for service
pricing, speed, frequencies, and operational
boundaries. At times, the realization of high-level
goals may also require the injection of government
funds to attract private buy-in for less economically
viable projects. In such cases, the media authority
will often have to collaborate with other relevant
government bodies (for example, the trade and
commerce departments, municipal governments
and the like).

Beyond these two main roles, the sector has also
become closely intertwined with other parts of the
national government agenda:

* Sovereignty
As digital infrastructure assets have become
increasingly indispensable, there is a greater
need for robust frameworks to regulate the
involvement of foreign actors and minimize

threats of sabotage or espionage. Specific

focus tends to center around foreign investor
involvement in digital assets and foreign firms

as vendors for key components within networks.
Similarly, data protection laws and standards
have evolved quickly in recent years to respond to
greater online threats that can harm data center
operators and mobile network providers.

* Sustainability
Concerns about climate change have led most
countries in the world to set national targets
focused on several aspects of the sustainability
agenda such as industrial greenhouse gas
(GHG) emissions and material use (water,
energy, etc.). Operators of digital infrastructure
have accordingly come under greater scrutiny
in recent years, with the sector contributing
significantly to global emissions — data centers
alone account for up to 5% of global emissions
per year.t Nevertheless, digital infrastructure
has the potential to be a major enabler of
sustainability gains, with one estimate suggesting
that improving the energy efficiency of assets
could help reduce global power sector emissions
by 1.4 gigatons a year by 2030 — a figure larger
than the annual emissions of Japan.®

* Resilience
Delivering national-level resilience in the face of a
broad range of physical and operational threats is
also a government priority to ensure the stability
and reliability of critical infrastructure. Specific
to digital infrastructure, resilience presents as
ensuring the reliability of assets and services
in light of disruptions such as cyber threats,
workforce shortages and supply chain shocks.

The scale and strategic importance of these three
areas, even beyond digital infrastructure, mean that
a wide range of government stakeholders need to
be involved in developing sector-specific strategies.
The following chapters explore ways in which the
full spectrum of public-sector stakeholders may
fulfill these imperatives.






While regulatory bodies will rightly continue to be primarily concerned with
maintaining the performance level of critical services, there is also an increasing
need for a broader government role in ensuring the legitimacy and security of

a nation’s digital infrastructure network as the digital realm becomes a more

prominent theater for geopolitical tension

Designing better data
sovereignty paradigms

Data sovereignty and governance are especially
challenging where the source of the data is hard to
establish. Complicated or conflicting regulations in
different jurisdictions can obfuscate the application
of data sovereignty, thereby increasing the cost

and difficulty of operating assets as well as stifling
innovation and synergies. For instance, the
termination of the EU-US Privacy Shield in 2020
means that American organizations are now subject
to the more stringent requirements of the EU’s
General Data Protection Regulation (GDPR) when
transferring data to and from the European Economic
Area (EEA). However, the US Stored Communications
Act and Patriot Act blurs the same legal lines as they
negate GDPR stipulations by legitimizing compelled
disclosure and granting American law enforcement
the power to retrieve and review data no matter
where it is stored.'” Such challenges around legal
ambiguity are further exacerbated by the popular
usage of cloud service providers, which can move
data between countries without clients’ knowledge.

Tailor data localization strategies
or pursue trusted cross-
border collaborations

Governments can step up efforts to deter businesses
from moving sensitive data, align standards across
borders so that data can be shared where necessary
without sovereignty being compromised, and monitor
violations of such regulations and standards. One
solution could be for legislators to adopt a tiered

approach to data localization measures based

on sensitivity (see Policy-in-Action). In theory,

data localization policies may result in improved
security, simplified local data regulations for law
enforcement, and greater demand for local cyber
services and data centers. Alternatively, regulators
and industry associations could pursue long-

term cross-border collaborations that streamline
requirements across jurisdictions. These may take the
form of regional agreements, bilateral frameworks
offering mechanisms to help organizations comply
with foreign regulations, or shared platforms

with unified standards and protocols. In addition
to reducing legal ambiguity, clearly delineated

and coherent regulations increase the likelihood
of compliance by reducing costs and improving
operational efficiency.

Policy-in-action

There are three broad forms of data localization
strategies that have been adopted by various
countries, usually with distinct, bespoke terms and
conditions (see Exhibit 3).

* Local-only storing, transmission and processing:
Where data is managed or stored locally to prevent
international data transfers; typically used to exert
control over citizens' activities

* Local copies required: Where companies are
mandated to keep a copy of data in local servers
or data centers, which allows governments
jurisdictional access for regulatory purposes

* Conditional restrictions: Where transfers of data
outside national borders are allowed if certain
conditions are met by the transferee and/or by the
recipient country. These conditions typically rule
that the recipient country has adequate personal
data protections or privacy safeguards that
prohibit exploitation



Exhibit 3: Examples of data localization strategies

AUSTRALIA
Local-only storage

INDIA
Local copies required

EUROPEAN UNION
Conditional restrictions

Australia’s Digital Transformation
Agency (DTA) established its Hosting
Strategy in 2021, which is a framework
that assesses the suitability of cloud
and data providers for hosting
sensitive national data. The variables
assessed in the framework include:

+ Facility ownership;

* Ecosystem architectures;

* Cloud adoption; and

* Pricing

Assessed data center providers are

either distinguished as “Certified
Sovereign Data Centers” or “Certified

India’s Personal Data Protection Bill
stipulates that sensitive personal data
(e.g. identifiers, healthcare or financial
information) must be stored in India,
although copies of the data can be
transferred internationally if certain
conditions are met, including:

If the user provides explicit consent
and the transfer is made to a scheme
approved by the authorities

The data is stripped of all identifiers
and sensitive information

* The Data Protection Agency (DPA)
deems that the recipient country
has adequate safeguards or

The General Data Protection
Regulation (GDPR) dictates that the
transfer of personal data outside the
European Economic Area (EEA) is only
permitted where:

* Therecipientisin a territory
considered by the Commission
to offer an adequate level of
data protection;

Data protection authorities
have binding corporate rules
and safeguards;

* The subject provides explicit consent
for a data transfer; or

Assured Data Centers”. protection; or

The DPA has authorized the transfer,

* The data is necessary for public
interest in accordance with EU or
member state laws

in accordance with public or

state policy

Source: Marsh McLennan Advantage analysis

Cross-border collaboration is an alternative strategy
that some governments have used to complement
certain data localization laws. For example, the
Gaia-X software federation — which was launched by
primarily European cloud operators and data owners
in conjunction with the EU — aims to ensure that data
is securely exchanged within a trusted environment.
The federation combines jurisdiction-specific
regulatory standards, industry-specific standards,
and technical standards to maintain a strict data
governance benchmark across all global members.
With the establishment of regional standards and
data federations, data controllers will be able to easily
and freely decide where their data is stored, who can
process it, and for what purpose, as well as work with
trusted operators in full compliance with both local
and regional regulations.

Watchpoints

* Data localization laws are costly for businesses and
thus affect competitiveness. One study indicated
that firms in countries with forced data localization
laws may sometimes pay between 30-60% more

for their data needs than if the data could be
located in more competitive offshore markets."
Notably, PayPal suspended its operations in Turkey
following a 2016 ruling that required businesses to
locate its information systems within the country,
which affected thousands of businesses and
customers.”? Legislators, regulators, and industry
associations should ensure that laws, regulations,
and corporate practices that preserve data privacy
and security are not excessively restrictive.

Increased prices of local data storage can also
stifle innovation — which is particularly key to
efficiency and growth in the digital infrastructure
ecosystem. According to OECD market-regulation
data, a 1-pointincrease in a nation’s data
restrictiveness was linked to a 7% decrease in
gross trade output, 2.9% decrease in productivity,
and 1.5% increase in downstream prices over five
years.”?

Data localization laws often also prevent data
sharing that helps identify system vulnerabilities
and potential cyber threats, and practices such as
“sharding,” where data is spread across multiple
centers to reduce its exposure to cyberattacks.



Managing foreign influence

Governments are increasingly concerned about how
some digital infrastructure components could be
modified for espionage uses or to exacerbate cyber
vulnerabilities across telecommunications networks,
thereby threatening national security.

The biggest debates in this sphere pertain to the
provision of 5G coverage and, more specifically, to
the use of foreign equipment in 5G rollout. However,
the small number of providers presents a significant
challenge. Four companies currently account for about
80% of the global market', with China-based Huawei
being the leading global 5G network equipment
supplier, ahead of key competitors Nokia (Finland),
Ericsson (Sweden), and Samsung (South Korea). Most
countries in the world will therefore need to accept
the presence of foreign-manufactured equipmentin
their network or find alternatives that will not hinder
the rollout of 5G.

Another complication arises from the fact that
capital-intensive digital assets often depend

on significant support from foreign innovators,
investors, and operators. The presence of foreign
actors may affect or even disrupt the trajectory

of national development, such as when economic
interests come into conflict while a country’s
telecommunications network is heavily dependent
upon service by a foreign nation’s companies, for
instance. Governments therefore need to closely
monitor and regulate any elements of foreign
influence within their digital infrastructure networks
to ensure the security of critical national assets.

Balance foreign involvement in digital
infrastructure networks

Governments are increasingly implementing rules
and legislation that outline a code of conduct for
foreign actors involved in financing and operations,
especially through the addition of robust enforcement
mechanisms, and aim to proactively update these

as the digital landscape evolves. This often involves
regulators and supporting agencies (for example,
defense or intelligence agencies) working closely with
private-sector security firms to assess the potential
threat posed by foreign involvement in domestic
networks and to develop adequate controls.

Taking this one step further, lawmakers may even
consider bolder laws affording regulators special,
flexible intervention powers during broadly defined
“crises” or “emergencies” where national security
threats involving foreign actors emerge. For example,
the regulator and the relevant governmental
departments could retain the authority to freeze
foreign assets and order companies to transfer

data and hardware to alternative providers should

a partner country suddenly adopt a policy that

could undermine national security. Legislators and
regulators should strive to maintain balance between
welcoming foreign participation and ensuring that
strong regulations are in place for when entrants
begin their in-country operations.

In the longer term, departments and agencies
overseeing economic affairs and innovation can
establish industry growth centers for the domestic
development of relevant capabilities and technologies
by incentivizing collaboration between industry and
academia. Countries would then be able to gradually
decouple their networks from foreign equipment and
assets, thereby achieving a greater degree of self-
sufficiency and sovereignty.

Policy-in-action

Lighter-touch measures like oversight processes
involve the screening of investments and acquisitions
involving sensitive digital activities for potential risks.
One such example is the UK’s 2021 National Security
and Investment (NSI) Act, which requires the advance
disclosure and auditing of foreign acquisitions in

17 sensitive fields pertaining to national security,
including telecommunications, energy and Al The
Act grants authorities the power to block potentially
harmful deals. Similarly, the use of licenses, permits,
and foreign equity allows regulators to choose which
operators can do business in the country or cap

their equity stake to boost the competitiveness of



local firms. One example is China’s requirement that
all operators possess an Internet Data Center (IDC)
license to operate, which foreign-owned companies
are not allowed to apply for, thereby severely limiting
the participation of foreign operators in the local
digital space.

Heavier-handed measures like bans involve the
blacklisting of specific technologies in the digital
space for risk of espionage or sabotage by foreign
actors, and are usually only used as “last-resort”
options to immediately remove actors that present
high risks from the local space. The most prominent
example of this is the US' “rip-and-replace” mandate
for blacklisted 5G equipment, which saw the federal
government offering a $1.9 billion grant to operators
to swap out banned technology for alternatives.

Rather than directly intervening in the digital
infrastructure space, some regulators have instead
pivoted to supporting the growth of local technology
alternatives, which involves the provision of
dedicated platforms and support to foster domestic
innovation around digital infrastructure to reduce
reliance on foreign actors in the long run. Notably,
the world’s first Open RAN-based 5G network was
launched by Japan’s Rakuten in 2020, which allowed
for different vendors to supply communications
technology, as compared to traditional pathways of
5G rollout involving the use of one vendor. Open RAN
technology purportedly also slashed the operator’s
initial capital investment by 40%, proving to be a cost-
efficient method of reducing foreign involvement and
ensuring rollout.

Watchpoints

* With respect to potential national security threats,
strong emergency intervention powers have
to be delicately balanced to avoid overreach as
well as garner enough political traction to pass.
More fundamentally, regulators have to consider
if extreme last-resort measures are actually
feasible in their context: The extent and nature
of these powers should be contingent upon the
regulator’s capabilities, the business environment,
the domestic and international political climate,
and the availability of excess capacity elsewhere
to take on additional service loads. To expand,

agencies with greater resources and operating in
states with a proclivity for centralization may be
able to directly take over, or at least supplement,
digital infrastructure operations for a short period,
whereas others may prefer to steer economic
activity by issuing emergency directives.

While high-level oversight processes are important
in giving regulators the power to turn away
potentially harmful foreign actors, lower-level
surveillance processes are equally important to
regulate current players in the field. This includes
the use of cybersecurity agencies or defense
equivalents being vigilant for backdoor exploits

or other cyber vulnerabilities designed for illegal
exfiltration among existing providers.

Blunt instruments such as bans and sanctions may
have harmful long-term ripple effects beyond the
disruption caused by their introduction. These
include shortfalls in investment, competition
distortion — if operators in a country are banned
from using a specific technology — and retaliatory
geoeconomic or geopolitical implications.
Countries that have chosen to adopt stricter
legislation on foreign ownership or investment

in digital infrastructure should explore pathways
varying in restrictiveness to design a strategy
suited to their network'’s characteristics,
dependencies, and vulnerabilities.

Equipment bans can be difficult or costly for
operators and may give rise to geopolitical
tensions between countries. In some situations,
blanket bans merely lead to the substitution

of one source of foreign influence for another,
thus requiring that regulators remain vigilant
and delicately weigh the threat of some foreign
actors against others. In some cases, government
funding may also be needed to support “rip-and-
replace” mandates as they can otherwise cost
millions of dollars per operator.

Measures perceived as being antagonistic to
foreign involvement could also leave the country
at risk of falling behind in technological investment
and workforce skillsets. Indeed, according to a
World Economic Forum (WEF) report, the ease of
receiving licenses, openness to foreign investment,
and regional coordination for infrastructure
investment were among the top regulatory
determinants for companies deciding to invest in
digital infrastructure overseas.'
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Digital infrastructure assets can be a significant enabler for governments in
realizing their climate ambitions, but they are currently among the largest
consumers of energy across the globe. Achieving success in the sustainability
space involves making sure that digital asset operators account for all forms of
waste and emissions to improve efficiency and stimulate innovation

Ensuring all emissions are accounted
for by operators

Given that electricity accounts for approximately 40%
of all data center costs, it is no surprise that 82% of
operators track their energy consumption metrics and
a further 70% track their power usage effectiveness
(PUE) figures.'* Many operators are presently

faced with increased pressures from investors and
consumers to green their operations, which has
aligned sustainable energy imperatives directly with
profitability concerns.

However, energy consumption is only part of the
picture when considering the environmental impact
of data centers. Data centers consume vast quantities
of water directly for cooling — sometimes up to
60% from potable sources — and indirectly through
water requirements for carbon-based electricity
generation."” In one survey, only 51% of operators
said they measure direct water use; among those
that don't, the majority say there is little motivation
to do so given water is a relatively inexpensive
commodity.’” The environmental impact of this can
be monumental — in the US, for example, the data
center industry remains among the top 10 highest
industrial consumers of water in the country, and it
so happens that water-scarce areas in the US host

a disproportionate number of operations, meaning
that without meaningful intervention, the industry
will continue to exacerbate water stress as it grows."
The collection and reporting of other environmental
metrics, such as for carbon emissions and e-waste,
also remain critically low in the industry, at 33% and
25% respectively.?

Regulate and incentivize broader
sustainable behavior

Regulators should work together with their country’s
data center industry associations (or equivalent)

to design and implement measures that ensure
operators take a broader view of their environmental
footprint. In maximizing compliance, they can
leverage various “carrot-and-stick” policy tools
ranging in intensity and outcome, from conventions
and standards to heavier-handed mandates.
Ultimately, the sustainability of any asset or operation
will improve most rapidly when it is in the financial
interests of an operator to comply. Mandating

the reporting of a wider set of sustainability-

linked metrics will put the spotlight on operator
performance; pressure will then follow from both
investors as well as customers for operators to act
quickly in areas in which they underperform.

Policy-in-action

In some cases, regulators have adopted standard-
setting practices to benchmark operators against
sustainability best practices. Operators in China have
to abide by strict energy usage regulations, such as a
minimum PUE rating of 1.3 and an energy utilization
rate of 60% by the end of 2023.2' Operators in the
Netherlands, meanwhile, face wider regulations that
span a number of areas, including energy efficiency,
special use, water consumption, and heat recycling.??
Both countries also boast differential regulations
based on resource constraints and other factors.



Exhibit 4: Overview of a regional data center policy in The Netherlands

Energy consumption

Data centers must have a PUE of at
least 1.2, and commit to the use of
sustainably-generated energy. At
present, 85% of Dutch Data Association
members use green energy, and is
expected to rise to 92% by 2025.

2020 guidance policies

Residual heat

Centers with heat storage facilities
must recover heat energy and link it
to the Dutch heat network. Currently
24% of all centers are connected to
the heat grid, with more expected as
a result of these new policies.

for Amsterdam and
Haarlemmermeer

Spacial use

Data centers must be built in an
“intensively stacked” manner to
maximize land use, using circular and
future-proof methods. Centers must
also be integrated into the landscape,
and have minimal impact on nature.

Source: Marsh McLennan Advantage analysis

In other cases, regulators have also looked to
adopting mandatory reporting practices where
operators are obliged to disclose various inputs
and/or outputs relevant to sustainability. All
industrial facilities in Singapore, including data
centers, that emit more than 2,000 tons of GHGs
are subject to the Carbon Pricing Act (CPA), which
requires operators to submit annual emissions
reports. Those emitting more than 25,000

tons of GHGs are required to submit emissions
reports, participate in a monitoring plan and be
subject to prevailing carbon taxes.?? Similarly, the
US Securities and Exchange Commission (SEC)
has proposed mandating registrants to include
climate-related disclosures in their registration
statements and periodic reports, such as data

on GHG emissions and certain climate-related
financial statement metrics.*

In some cases where regulators have determined
the sole use of standard-setting or mandatory
reporting practices to be too heavy-handed, they

data centers

Water consumption

The use of groundwater and drinking
water in cooling processes is prohibited.
Waternet, the Dutch water utility, will look
to capping water consumption figures,
which will encourage the adoption of
alternative cooling measures.

have instead opted for a mix of policy levers or
adjusted the intensity of policies. The EU, for
example, launched a Data Center Code of Conduct
in 2008, which combines voluntary reporting with
standard-setting exercises to improve energy
efficiency among private operators. Voluntary
participants are subject to energy measurements,
energy audits and frequent monitoring. In

turn, participants successful in reaching the
benchmarks are offered incentives (for example,
public recognition, advertisements, and invitations
to stakeholder forums) to increase their visibility.?°

Watchpoints

Governments need to critically consider their role
in the sustainability space: Is the goal to promote
greater transparency for investors and consumers
or to proactively set benchmarks to which
operators must conform? Ultimately, the answer
to this question will lead to greater clarity on what
actions will be appropriate for a country’s digital
infrastructure ecosystem.



Metric reporting is inherently tricky. Metrics are
often calculated inconsistently, meaning that

data across individual operators cannot always

be directly compared. Regulators leveraging
mandatory reporting should devise suitable
guidelines to address this issue by laying out specific
methodologies for calculation, a process that will
require significant industry expertise and robust
stakeholder communication. They, and any supporting
agencies (for example, environmental and energy
departments), will then have to receive and review
these reports and set out incentives or disincentives
for operators, depending on their performance.

It can be difficult to set realistic standards as different
operators can have drastically different needs (for
example, the scale of operations, equipment age,

or location). Regulators can attempt to acknowledge
these by applying a tiered regulatory approach where
there may be different requirements for different
operations (for example, hyperscale versus networks
of small cell data centers) or by crafting flexible,
progressive regulations to afford operators space

to innovate and adjust their operations accordingly.

Lastly, progressive approaches also afford
governments time to consider more lasting and
impactful policies for sustainability. As it stands, many
legislators and regulators have encouraged operators
to reduce GHG emissions by using renewable energy
(RE) in their energy mix. Where RE is not available
near operations or cost-efficient to adopt, however,
operators have used Renewable Energy Certificates
(RECs) as substitutes — where clean energy generated
in one place is purchased to offset the energy used

in another, effectively rendering the original energy
input “carbon-neutral”. Without RECs, for example,
Google’s direct utilization of RE would only cover 39%
of its asset emissions.?® However, while RECs may be

a cheaper stop-gap measure to offset emissions, they
do not diminish the current demand for carbon-based
energy. Thus, governments still need to balance the
use of these measures with more permanent, long-
term solutions on their path toward net-zero.

Harnessing private-sector
innovation efforts

Truly embracing sustainability requires different
operators to collaborate with governments to
harness their synergies for mutual benefit. However,
cross-sectoral collaboration on digital infrastructure
has not always been as effective or widespread as

it should be: In the months between February 2020
and August 2021, G20 governments announced
over $480 billion worth of telecommunications
infrastructure projects, whereas global private
investment only totaled $8.5 billion.?” 28 As it stands,
operators are largely motivated by profitability
when assessing the viability of additional operating
costs, rendering it difficult to garner buy-in for
capital-intensive solutions like heat waste recycling
or further technological innovation. While these
endeavors may initially present themselves purely
as costs to operators, they have the potential to
unleash broader economic benefits, rendering
them indispensable in the path towards net-zero.

Incentivize tailored private-sector
innovation in aid of sustainability

Some governments have carried out a series

of strategic and targeted efforts that focus on
stimulating and supporting private-sector efforts
to green digital networks in line with their national
sustainability commitments. As a first step, regulators
and other relevant industry-facing agencies must
know about emerging technologies in the sector,
understand the potential gains to efficiency and
sustainability that each brings, and discern any
potential barriers to their implementation. Next,
these agencies must work together to decide what
strategies are most appropriate for the country’s
climate goals and identify pathways for these
solutions to be developed at scale.



Effective strategies may include new or renewed
regulations aimed at recalibrating the business
environment and facilitating the implementation

of particular technologies. Additionally, relevant
departments could take care of setup costs involved
in locating digital assets near symbiotic industries (for
example, those that require significant heat inputs),
engaging experts on the design and development of
cutting-edge technologies, organizing pilot programs
to test new solutions, establishing partnership
grants, or more. Working toward a self-sustaining,
open research and development ecosystem

where businesses are empowered and motivated

to cooperate will benefit legislators, regulators,
agencies, and industry associations in the long run.
Ultimately, by sharing risks and providing incentives
and support for businesses to work more closely with
the public sector, governments will be better able to
shape their digital ecosystem in a manner that best
matches the nation’s climate ambitions.

Policy-in-action

Many governments across the world have been
responsive to technological breakthroughs in the
digital infrastructure ecosystem. For example,
following Microsoft's successful experiment with
an underwater data center that found that servers
operating in a static, dry nitrogen environment
were more energy-efficient and eight times more
reliable than those running in land-based data
centers?’, China announced plans to build a series
of undersea data center projects by 2026.3°

Some governments have also made changes to
regulatory frameworks to facilitate the adoption
of new innovations, as is the case of battery
energy storage system (BESS) projects in Finland.
The Finnish regulatory framework in particular,
incentivizes and enables BESS-as-a-service by
permitting stacked revenues for BESS owners

and supporting technological interoperability.®
Consequently, data center operators can generate
revenue as well as help to stabilize the grid by
connecting their BESS assets to the energy market,
earning over $177,000 per year per MW according to
2020 figures.?? Nordic telco Telia, for example, has
connected its Helsinki data center to Fortum Spring,
a “virtual battery” program run by a local utility, and
contributed several MW of capacity to the power grid
since spring 2021.33

For other countries, the pursuit of breakthroughs

in environmental technology has involved more
direct fiscal support. Where Ireland’s Climate

Action Plan details the country’s key strategies for
attaining a 70-percent RE-powered grid by 2030, it
has also included fiscal incentives to increase private
participation in the transition. One key initiative is
the proposed Rhode Green Energy Park in Offaly
County, a government-funded eco-industrial park
where energy-intensive operations — like data
centers — are offered grants to strategically locate
their operations where other industries stand to
benefit from a sharing of material resources. The
Park is situated close to a hydrogen energy pipeline,
and will include other complementary industrial
players like greenhouses, fertilizer producers, and
anaerobic waste digestion facilities, which will utilize
waste heat from data centers to lower the overall
ecologicalfootprint of these processes.3*

The Singapore government has been active in
efforts to partner with the private sector to make

its digital infrastructure more sustainable. Initiatives
include building a high-tech, green industrial

park, offering grants linked to the adoption of

more efficient technology, and the funding of the
expansion of renewable energy capacity in the
country (see Exhibit 5).



Exhibit 5: Examples of strategic interventions by the Singapore government to support greener

digital services
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The Infocomm and Media
Development Authority

of Singapore (IMDA) has
unveiled plans to build out
a green industrial park,
Tanjong Kling, which will
include a ready-made
170,000 square meter
vertical data center
complete with direct access
to solar energy, water-
efficient cooling systems
and ventilation technology.
The 20-storey data center
will also be builtin a
manner that maximizes the
limited land in Singapore to
accommodate the country's
long-term data needs.

The Singapore government
has brought together key
national universities as
well as large operators like
Meta and Keppel to launch
a US$17 million research
project on novel cooling
techniques for tropical
data centers.

In 2020, the country’s
Energy Market Authority
(EMA) and Ministry for Trade
and Industry (MTI) also
announced a US$36 million
research fund for low-
carbon energy solutions,
including the piloting of

a floating energy storage
system (ESS).

The National Environment
Agency (NEA) of Singapore
has launched the Energy
Efficiency Fund (EEF) to
support the evolving energy
needs of the country’s

data centers. This includes
a grant for operators of

up to 50% for investing in
energy efficient equipment
and technologies, up to
50% for implementing

an energy management
information system (EMIS),
up to S$200,000 for energy
audits, and up to S$600,000
for subsidized facility
design consulting.

Ajoint programme between
the Housing Development
Board (HDB), the nation's
leading energy utility
(Sembcorp) and the
Economic Development
Board (EDB) of Singapore
will see that solar farm
capacities are quadrupled
through to 2030.

Further investments in
building the country’s
hydrogen-harvesting and
utilization capacities are
also expected, given the
country’s limited access to
harvesting other forms of
renewable energy.

Source: Marsh McLennan Advantage analysis®>3¢37

Watchpoints

* Commercial sensitivities, insufficient
incentivization, and inequitable distributions
of risks and costs often hinder the cultivation
of active, healthy research and development
ecosystems. Thus, in addition to footing the
“first-dollar” bill, legislators and regulators will
need to be bold in designing information-sharing
arrangements and intellectual-property rights
with a view to protecting commercial value while
encouraging openness and collaboration.

They will also have to consider the full spectrum
of potential ramifications with regulatory changes
that aim to support a given technology or
solution, including ripple effects for other forms
of innovation or broader structural vulnerabilities
associated with a particular course of action:

For instance, if incentives to introduce more
effective sustainability measures are supported
by standards and regulations, smaller operators
without access to the latest technologies and
techniques may be left behind, precipitating a
less competitive market and all of the associated

risks and disadvantages. Valuable lessons may
be derived from how other countries have
approached similar challenges to implementation
and stakeholder management.

* The selection of partners, technologies, and
strategies may also create long-term complexities,
if not issues, if not handled with forethought
and tact. Fairness and transparency in both
procedure and subsequent communication can
be particularly pertinent with higher-profile
partnership opportunities that promise to be
lucrative for selected participants. The relevant
departments and agencies should therefore
take care in the identification of companies to
partner with on pilot schemes in order to maintain
strong relationships with other private-sector
actors in general. Similarly, the broader national
sustainability strategy should be coherent and
consistent with identified national goals. Constant
evaluation, perhaps with the aid of appropriate
metrics, will also be important to ensure that all
actions taken remain on the right track in the face
of contingencies or new macro developments in
the world of digital infrastructure.
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Digital networks have become critical infrastructure for countries, exacerbating
the threat networks and operations face from a plethora of cyber and supply-chain
risks. Despite high levels of private-ownership in digital networks, governments
should have a strong presence in mitigating national cyber, supply and labor-
related risks

moreover both vulnerabilities inherent to digital

Holistic cyber'thSical technology and risks perpetuated by malicious agents.
security strategies Operators and end users of digital infrastructure
Achieving a high level of resilience requires a remain exposed to technical faults, whether as
comprehensive national strategy that encompasses a result of traffic surges, software complexities,

both cybersecurity and physical integrity, and human error, or other points of failure (see Exhibit 6).

Exhibit 6: Digital infrastructure security risk exposures
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Source: Marsh McLennan Advantage analysis
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In 2021, numerous outages to cloud services,
particularly those run by Big Tech market

leaders, severely disrupted online services and
communications worldwide. These resulted from
more incidental causes such as overwhelmed
networking devices and router configuration
changes.3® 3% Malicious activity is on the rise
simultaneously — the communications industry
experienced over 1,000 attacks weekly per
organization in 2021, a 51% increase from 2020.4°
From a geopolitical standpoint, nation-state hacking
incidents have been on the rise too, rendering it
more important than ever to keep data safe and
networks functioning.# Subsea fiber cables have
also come under increasing scrutiny as concerns
grow around the possibility of antagonistic states
damaging cable networks amidst tension or conflict.*?

However, the protection of critical national assets
often proves to be a complex affair as digital
infrastructure networks across the globe tend

to be primarily funded, owned, and operated

by the private sector.*® Critical gaps potentially
exist between private- and public-sector defense
capabilities as well as remits — while an individual
private-sector entity may have its own cybersecurity
measures, its systems and protocols are rarely
designed with ecosystem-wide interdependencies
in mind, and furthermore do not always account for
physical threats. The crux of the security challenge
is thus to align public- and private-sector interests
such that skillsets and resources complement well
to produce system-wide synergies for resilience.

Mobilize across all phases of the
crisis cycle

Governments can contribute in numerous ways

to building preparedness and mitigating shocks

in the rollout of digital assets. In the short term,
this might involve government departments and
agencies engaging in cross-sector and cross-border

intelligence sharing, participating in regional
surveillance networks, undertaking national risk
assessments, adopting strong cybersecurity
mandates, and developing contingency plans
with full buy-in from stakeholders.

In the long run, agencies and state-owned institutions
could invest in regional security or the digital
networks of other countries to create a bulwark
abroad for their domestic ecosystems, amongst
other options. Agencies across a range of domains
can also work together with regulators to support
existing or encourage new private-sector initiatives
to facilitate more effective post-crisis response and
recovery. This may include encouraging industry
associations to develop crisis codes of conduct that
help establish expectations and guide behavior for
enhancing private-sector capabilities that the public
sector cannot match, for instance. As digital assets
are typically owned by private firms differing in

size and capabilities, government support through
awarding loans, grants, or subsidies or providing
human capital and security expertise will also

be critical for protecting assets and the broader
environment in which they operate.

Policy-in-action

Direct examples include investments in regional
security and overseas digital networks to improve
geopolitical stability, create a buffer against state-
sponsored cyberattacks, and more. US and EU cross-
sectoral investments in Ukrainian cyber defenses
have helped improve the country’s resilience as well
as allowed participating countries and companies

to gain valuable experience in deconstructing and
countering different types of cyberattacks than those
typically encountered domestically.** Similarly, AUKUS,
the trilateral security pact between Australia, the

UK, and the US, aims to develop cyber capabilities,
Al, quantum technologies, and additional undersea
capabilities through collaboration and information
sharing. One area of particular focus is the protection
of undersea fiber optic cables against tapping by
antagonistic state actors.*
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In other instances, government efforts focus on
coordinated crisis response and recovery efforts

in the event of an attack. The US Cable Security

Fleet program, which aims to maintain a fleet of
government-licensed but privately owned vessels
that can quickly repair damaged subsea cables,

is one example of a new cross-sectoral initiative

for enhancing resilience.® An indirect example for
digital infrastructure is Australia’s Data Availability
and Transparency Bill, which imposes mandatory
vulnerability assessments and regular reporting
while affording enhanced powers for direct
intervention by a National Data Commissioner.#’
While this bill concerns public-sector data, its central
tenets of boosting transparency and regulatory force
can be applied to the governance of digital networks,
especially given the public-facing nature of many
such services.

A key role for governments in ensuring cyber
resilience comes in the form of conducting
simulation and stress-testing activities. In 2018,
the Bank of England, in partnership with the UK's
most systemically important financial firms and
other financial authorities, required participants

to respond to a cyberattack scenario in a joint
exercise between the public and private sectors.*®
Digital infrastructure operators could be required

to partake in similar cybersecurity exercises to
improve their crisis preparedness and response
capabilities. Similarly, InfraStress was an EU-led
project aimed at improving the cyber and physical
security of Sensitive Industrial Plants and Sites (SIPS)
infrastructure through stress-testing, modeling,

and solution-development workshops.* A digital
infrastructure-focused version of such an initiative
could bolster risk understanding and spur innovation
around asset resilience.

Watchpoints

Stronger regulation, which is often at least initially
necessary for greater security and resilience, may
not always be congruent with firms' interests

and risk management strategies. Consequently,

to compose a truly “whole-of-society” approach

to asset integrity, lawmakers and regulators will
have to communicate clearly and openly to secure
political traction for more aggressive measures,
particularly those involving greater centralization.
They may have to explore creative framing and
incentivization strategies to generate buy-in where
businesses fail to subscribe to wider or longer-
term goals. Moreover, regulators need to consider
whether smaller players can meet heightened
expectations on this front — and, indeed, how best
to remedy any potential constraints, shortfalls, or
pitfalls in engagement and implementation.

For strategies where private-sector leadership is a
prerequisite, regulators risk appearing paternalistic
if they attempt to dictate substantive details, terms,
and conditions. At the same time, however, they
should be careful not to afford too much discretion
to industry associations lest the end result neglect
wider strategic considerations and impact other
national goals: Firms may prefer to cut costs and
avoid large-scale, cross-sectoral exercises that
yield greater benefits for the wider ecosystem than
individual actors, for instance. In navigating this
dilemma, it is essential that regulators and other
agencies actively contribute by helping to identify
desired outcomes, guide design, and highlight
systemic interdependencies. For instance, with
crisis codes of conduct, the national regulator

could be better placed to advise if it would be more
effective to pursue an overarching sector- or nation-
wide code with built-in contingency and flexibility
mechanisms, or merely high-level principles or
guidelines that subsequently inform sector-specific
or even crisis-specific codes.
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Managing potential supply and
labor bottlenecks

A truly resilient digital ecosystem is not only capable
of managing and recovering from critical outages,
but is also forward-looking and well-equipped to
counter shocks that will affect rollout and operations.
Pandemic-related transportation woes, coupled

with drops in production capabilities, led to a

severe shortage of semiconductor chips in 2021.

As aresult, US operators saw material supplies fall
from an average of 40 days’ worth in 2019 to just

five days' worth in December 2021, resulting in

major disruptions across reliant industries®®, and a
full percent age point drop in the country’s GDP.*'

A telecommunications provider in the Philippines
was also unable to meet its original target of 1,600
5G towers, only building 300 due to these shortages.>?

Supply chain issues remain pervasive in 2022, taking
the form of pandemic-related port congestion in

key Chinese ports and geopolitical conflict between
Russia and Ukraine. Combined, both Russia and
Ukraine account for a significant portion of global
noble gas and rare earth production (including
palladium, manganese, xenon, neon, and krypton),
which are crucial components of semiconductors
and chips. Further, the conflict has caused disruptions
along key trade routes — both sea and land —
around Eastern Europe and Asia, leading to six-fold
increases in shipping costs and significant delays in
the delivery of component parts.>3

Additionally, there is a worldwide shortage of the
skilled labor necessary to install and maintain digital
infrastructure assets — largely owing to the high
private costs of training laborers (that is, an estimated
$12,000 per worker in the US)>** — which has led to
delays in projected rollouts of fiber networks and
5G towers as well as growing operator frustration.
More than 20,000 tower climbers are required in the
US to meet current 5G demand, while the expansion
of both 5G and fiber networks will create 850,000
new jobs by 2025, although it remains to be seen
how operators will fill these vacancies.*

Anticipate operational
interdependencies and
mitigate disruptions

Governments can adopt systems and protocols

to anticipate and counter shocks with a mix of
approaches befitting the country’s economic
landscape, which may include supply-chain
management strategies, bilateral trade agreements,
and various workforce policies. The intrinsic challenge
with building resilience in this space is that these
shocks are often unpredictable, and regulators may
only have access to a limited number of policy levers
to mitigate them. Nevertheless, private sector-led
initiatives often lack the reach and strategic purview
of government-backed programs, rendering high-
level oversight necessary in the case of critical
digital networks.

Departments, agencies, and industry associations
should help facilitate the flow of information
between critical stakeholders — both public and
private — to identify and tackle potential operational
mismatches as they arise. This may involve
comprehensive risk-mapping efforts, which will
require that government entities maintain strong
alliances with industrial players, build expertise on
identifying system vulnerabilities to various political
currents, and tap on the knowledge of inter-ministry
capabilities to understand the intricacies of how

any given disruption could affect the economy.

Prior to launching a response, legislators may also
want to critically evaluate their country’s existing
capacities — understanding production capabilities,
relationships with key trade partners, and current
workforce landscapes — to determine what
responses will be realistic and appropriate.

Policy-in-action

In response to the shortage of semiconductor
parts in the US, the Biden administration
established a dedicated Supply Chain Disruptions
Task Force in 2021, which tapped on public and
private stakeholders, to monitor supply chain
risks and to address supply/demand mismatches
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as they arose.>® The Administration later made a

$17 billion commitment to work with local companies
to boost the manufacture of semiconductor parts.
The UK faced similar shortages of semiconductors

in 2021. With limited semiconductor manufacturing
capabilities themselves, the UK instead announced a
bilateral agreement with South Korea to reduce trade
barriers specific to the semiconductor supply chain to
reduce the risk and intensity of future shortages.*’

The shortage of laborers in the telecommunications
sector has been widespread and pervasive across
markets and has led numerous governments to
respond by launching workforce recruitment and
training programs. In Singapore, this has taken the
form of the 5G & Telecoms Academy, a government-
funded program that has (re)trained over 3,000
telecom workers in 5G mobile technology skills, with
another intake of 5,000 workers over the next two
years.>® Elsewhere, the US Federal Communications
Commission’s 5G Jobs Initiative has expanded in-
school programs to recruit and train prospective
telecom workers, with increased community outreach
efforts to low-income, high-unemployment areas.

Watchpoints

* Operational disruptions can severely stunt the
rollout of digital networks that are vital to national
and economic security, and while it may be natural
for legislators to want to intervene across all
anticipated disruptions, it is not always prudent
to do so. Regulators should take care to ensure
that all policy responses are proportionate to the
magnitude of a disruption, allowing catastrophic

disruptions to be averted without overreacting

to natural market fluctuations, to incentivize
businesses to innovate and become more efficient
over time.

Beyond merely facilitating information exchange
and supporting the risk management efforts of
public- and private-sector stakeholders, regulators
could consider setting explicit standards on
implementing adequate controls against supply-
chain risks, with robust enforcement mechanisms,
such as contracting requirements, to secure at
least a baseline level of resilience. They could also
mandate the reporting of said risks and existing
and planned measures to reduce exposure and
mitigate potential impacts.

Given the dynamism of the digital landscape, the
skill set of the average worker has and will likely
evolve rapidly over the next decade. Conducting
frequent pulse checks on the industry, such

as communicating with industry associations

and relevant academics, will be fundamental to
understanding the future needs of the workforce,
and how relevant government departments

may be in supporting the industry’s expansion
over time.

At the same time, cross-sector responses are
expensive, meaning that budgetary constraints
should always be taken into account before
action and allocated against the most pressing
threats. Instead of rolling out public initiatives,
departments and agencies with limited financial
resources could look toward building strategic
public-private partnerships (PPPs) with operators
to share the costs of potential ventures, such as
the buildout of co-funded training programs.
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Closing thoughts

The sovereignty, sustainability, and resilience of

a nation’s digital infrastructure network directly
impacts the stability and security of broader
institutions, structures, and systems critical to
regular functioning. Effective governance therefore
requires governments to embrace their unique
position as a powerful yet non-absolute entity
within national digital infrastructure ecosystems.
They must work with private-sector stakeholders
that directly operate sensitive assets, commit to
crafting and enforcing appropriate legislation and
regulation, and offer assistance, encouragement,
and incentives to direct the private sector toward
desired ends. Departments, agencies, and other
public-sector stakeholders may in turn find
themselves applying their capabilities and resources
in different capacities vis-a-vis the private sector
depending on the prevailing context around a given
issue. Given that different entities will naturally have
discrete agendas and remits, cross-government
alignment and coordination are key to any
successful endeavor.

The cross-cutting nature of the various imperatives
outlined in this report introduces another layer

of complexity to governance efforts. Accounting
for contingencies and designing for synergy in

conjunction with a wide range of stakeholders

can therefore improve the reliability and
sustainability of solutions. Ultimately, the greatest
challenges for legislators and regulators may well

be to strike the right balance between “carrots” and
“sticks” to maximize private-sector participation, if
not leadership, and to navigate the fine line between
structure and overreach. To that end, clarifying roles
and responsibilities by identifying optimal working
dynamics for each relationship may help enhance
the efficacy of cross-sectoral collaboration.

In the broader picture, keeping an open ear and
ensuring clear and consistent communication across
sectors can help precipitate ideas that can generate
greater traction among all involved, including
citizens and consumers, to achieve the “whole-
of-society” effort needed for holistic, long-term
governance. While it is not within the scope of this
initial discussion, it may also be important for public-
sector decision-makers to embrace the third sector
within national planning arrangements. Integrating
their unique capabilities and perspectives into

ongoing dialogue and innovation could facilitate more
expansive discussions around expectations for digital
services or even out-of-the-box strategies beyond the

typical reach of the public and private sectors.
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